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POSITION DESCRIPTION (HR 120)

	CLASSIFICATION:
	Administrator II
	DEPARTMENT:
	Information Technology Services

	WORKING TITLE:
	Campus Information Security Officer
	FLSA:
	Exempt

	
	
	INCUMBENT:
	



PURPOSE:

Under the general direction of the Chief Information Officer, and as a member of the Information Services leadership team, the Campus Information Security Officer (CISO) provides leadership and management of Cal Poly initiatives in support of the campus Information Security Program. The CISO 
· plans campus-wide information protection efforts; 
· coordinates training; 
· performs risk assessment and compliance reporting as required by policies, federal and state laws, and contracts;  
· oversees the core information security risk assessment and compliance reporting for all areas on campus and reports these findings to university management as required by CSU policy;
· leads and manages the implementation of security solutions and incident response for Cal Poly; and
· establishes and maintains operational capabilities to identify, respond and protect against threats to campus resources. 

The CISO works with the Information Technology Services directors and support staff, campus Information Security Coordinators, and campus departments to continually assess the campus information security posture, implement improvements, report progress, and respond to incidents. The CISO collaborates with peers throughout the CSU, higher education and information security industry to understand threats and implement appropriate safeguards.

DUTIES AND RESPONSIBILITIES:

ESSENTIAL JOB FUNCTIONS – 90%

1. Perform ongoing information security risk assessments throughout campus.  
2. Collect campus requirements, negotiate deliverables, track and report implementation progress for the Cal Poly Information Security Action Plan. Communicate progress to ITS leadership and campus executives.
3. Maintain inventory of campus confidential data and other high-risk information assets. 
4. Maintain inventory of information security services and solutions.
5. Coordinate security incident response, provide operational support for breach investigations and reporting as required by state and federal law, policies, and contractual requirements.
6. Ensure compliance with CSU reporting requirements and takes the lead in responding to security audits.
7. Advise campus management on information security matters. Consult with campus administrators to create campus information security policies and standards that support campus goals.
8. Work with campus departments, end users, and information technology staff to help them implement, sustain and monitor security protection measures.
9. Develop policies, standards, procedures and guidelines to meet applicable security requirements. Complete annual reviews.  
10. Coordinate the campus Information Security Awareness Training Program, conduct training sessions, and develop online materials.
11. Review and approve requests for access to campus data and authentication services. 
12. Review and approve requests for security exceptions that may have operational impact on campus technology resources.
13. Serve as the campus representative on the CSU Information Security Advisory Committee (ISAC).
14. Establish relationships with the campus Information Security Coordinators to implement campus security standards and practices.
15. Work with Information Services staff to identify and respond to incidents in a timely and effective manner.
16. Coordinate with campus leadership in assessing campus needs and formulating recommendations.
17. Work with the ITS management to improve central security offerings for the campus.
18. Collaborate with ITS and campus technical staff to ensure that appropriate technical security infrastructure and services are provided, maintained and enhanced.
19. Participate in CSU system-wide meetings, attend industry tradeshows and technology demonstrations, meet with industry technology representatives, and communicate with other higher education institutions in an ongoing effort to identify trends, techniques and resources.
20. Closely monitor trends in information security and the world at large and participate in meaningful exchange of ideas and information with other institutions to improve and expand the practice of information security Cal Poly.
21. Invest time to ensure technical skills are current as well as continually seeking to improve leadership, communication and management skills.

OTHER JOB FUNCTIONS – 10%

1. Perform other related tasks as assigned by the CIO.

MINIMUM QUALIFICATIONS:

EXPERIENCE: 
· Bachelor’s Degree and 5 years of experience working in or leading information security in support of a complex organization with a minimum 3 years of experience managing complex information technology systems and processes.
· Additional educational experience may be substituted for up to two years of required experience on a year-for-year basis.

LICENSES, CERTIFICATES, DEGREES, CREDENTIALS:
· Ability to obtain Certified Information Systems Security Professional (CISSP), Global Information Assurance Certification (GIAC) or equivalent professional certification in information or technology security.

REQUIRED QUALIFICATIONS (SKAs):
· Proven experience assessing security risks against established standards, and evaluating effectiveness of controls.
· Proven experience implementing technical security solutions based on identified risks and organizational standards.
· Strong organizational and interpersonal skills to work effectively with a wide variety of internal and external resources.
· Ability to lead a team of technical staff in implementing solutions and responding to incidents.
· Knowledge of principles of security, risk analysis methods, and information classification. 
· Experience developing policies, technical standards, procedures, and guidelines.
· Knowledge of access control requirements, models, and techniques.
· Knowledge of security models and architectures including segmentation/isolation, layering, and domains and how they may be applied to meet specific information protection requirements.
· Knowledge of specific domains as they apply to information protection: physical security, telecommunications and network technology, cryptography, application and system development, change management.
· Proven ability to maintain current knowledge of laws, policies, and contractual requirements and interpret their applicability in the context of a complex organization.
· Proven ability to articulate to a non-technical audience the implications and tradeoffs associated with information security risks.
· Proven ability to develop, interpret, implement and articulate plans for tracking and improving security posture.
· Proven experience implementing processes that span functional or organizational areas.
· Excellent communication skills with demonstrated experience using them to collaborate and set expectations with management and colleagues; to prepare and deliver formal and informal documentation, presentations, and training to a variety of end users. 
· Demonstrated commitment to acting with integrity and objectivity in identifying, communicating and responding to risks.
· Strong decision-making skills and ability to work under pressure.
· Demonstrated skill influencing teams to achieve effective outcomes and in fostering positive relationships between team members. 
· Ability to use tact and diplomacy to effectively handle a broad range of high level and sensitive interpersonal situations with diverse personalities, and to respond appropriately to conflicts and problems.
· Strong organizational skills with demonstrated experience successfully and independently identifying and prioritizing work and managing several projects.
· Ability to establish and maintain effective and working relationships within a diverse population and with those from various cultural backgrounds; ability to effectively handle interpersonal interactions at all levels and respond appropriately to conflicts and problems.



PREFERRED QUALIFICATIONS:
· Advanced degree in an appropriate area of expertise (e.g., Computer Science, Software Engineering, MIS, or related discipline).
· Certified Information Systems Auditor (CISA).
· Certified Information Systems Security Professional (CISSP), Global Information Assurance Certification (GIAC) or equivalent professional certification in information or technology security.

SPECIAL CONDITIONS:
· Must be able to successfully pass a pre-employment fingerprint/background check. 
· This position classification has been defined as "Exempt" and is not subject to the overtime provisions of the Fair Labor Standards Act (FLSA). 
· This position is a "designated position" in the California State University's Conflict of Interest Code. The successful candidate accepting this position is required to file Conflict of Interest forms subject to the regulations of the Fair Political Practices Commission. 
· The person holding this position is considered a 'mandated reporter' under the California Child Abuse and Neglect Reporting Act and is required to comply with the requirements set forth in CSU Executive Order 1083 as a condition of employment. 
· Must be able to work occasional evenings and weekends.
· Must be able to travel.
· Full-time MPP employees are required to disclose outside employment at time of hire or within 30 days of taking additional outside employment subsequent to time of hire.



SIGNATURES:
	
INCUMBENT:  I have read this position description and understand its contents.



	
	Incumbent Print name
	Signature
	Date

	

	SUPERVISORY:  We certify that all statements on this form are complete and accurate.

	
Immediate Supervisor
	
	
	

	
	Immediate Supervisor Print name and title
	Signature
	Date

	
Dept Head/Director
	
	
	

	
	Dept Head/Director Print name and title
	Signature
	Date

	
Dean/Vice President
	
	
	

	
	Dean/Vice President Print name and title
	Signature
	Date
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